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Wireless ad hoc network

Ad hoc network: A network with a decentralized structure formed by
heterogeneous devices that autonomously organize themselves into a network

No external network infrastructure is required to transmit data, devices within
radio range communicate with each other

Wireless Sensor Network (WSN): A network of spatially dispersed

numerous static, quasi-static, or mobile smart sensing devices that monitor the
environment, record, and transmit data

WSN often relay on spontaneous network formation
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Self-organization

The process by which a complex system's shape, spatial
structure, or behavior emerges due to the interactions
between its components

1971: ALOHAnNet, the first public demonstration of a
wireless packet data network connecting 7 computers
located on 4 Island (University of Hawaii project)

1997: |[EEE 802.11 (WiFi)
1999: IEEE 802.15.1 (Bluethooth)
2004: IEEE 802.15,4 and ZigBee

Bult K. et al., Low Power Systems for Wireless
Microsensors, ISLPED, 1996
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Wireless Sensor Network (WSN

Ant
nienna Sensors (humidity, temperature, light)

\ 4

Radio CC2420 Processor Flash ?\\};’
n R 3

(802.15.4) MSP430 Memory Base Statio | ’

‘ USB Interface |

Problems:
 Limited energy resources: nodes - small battery-fed devices

e Wireless communication: poor quality of connection, limited network

throughput and communication range, security
e Limited data processing capabilities and memory

e Dynamic topology
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WSN modeling

WSN — a network built with N static or mobile sensing devices D, communicating wirelessly

WSN is an undirected graph WSN=XV,E)
e set of vertices: sensing devices, V=5,
e setof edges: links available at time t, E=S

712 Ahlon, Rl s

where
Y {OhQ pi8 h)}
Y {(0F0)do v YRO N YHIH H| i FQ pf8 GFQ

H [(bI:IbFI:x] - 'O location in the workspace (transmitting antenna coordinates), | - O radio transceiver range

Workspace: a set of possible sensors locations
6o (Td vaf  [olof]fQ e )

Set of obstacles in the workspace "YR'Y ): "Y - a set of static obstacles, 'Y - a set of mobile obstacles
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WSN node model - position

The network node Ods a rigid solid of arbitrary shape

e Odsinscribed in a polyhedron Ceu-denvelope) with vertices 'l

» Reference point k- the location of Ogtransmitting antenna

Each obstacle is inscribed in a polyhedron:

CE U, — an envelope of | static obstacle, CeU,,— an envelope of M mobile obstacle
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WSN node model — energy and memory

Limited computing power, memory, and energy resources

L0 ) ,0)-.  %(QmQo B i _ [ (0Q6

. g(0Qo

\ J | J )
! f f

radio sensor&letectors batterydischarge
, (O) - energy state (battery level) of O at time O

- . L . s 8 8
%0 (' QD) - energy consumed by radio module at time chand energy mode Qh = 1 |, AI[ " Tf §$8 %S 8§ &
. ) _— - m o - g 2 E V! -
[ (0) - energy consumed by m-th sensor at time Ol N TUD L S T |
=Y @3 @& & =
g(0) - battery discharge process S X T E % &
- #(2)=18.8
» y ~$(3)=17.4
7 \ b \ \ \ B 6 _
w@O ) w(@) @) 1 () A1
\ I \ I \ ; :¢(4)f9
Y Y Y #(3)=8.6
buffer state newdata removeddata
- ¢(1)=10,426 % .
11203141516 71 ecfl..K)
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WSN model —the wireless channel

The average signal degradation (path loss) with a distance of @

DA" O[A"T O[A"T

Analitycal-empirical models of the path loss

e The long-distance path model

- . - . .
0 WQ)[AT v Q)IAT] pﬂl‘ﬁl(%)

* The long-normal shadowing model

- . - iy .
0 WQ)[AT v Q)IAT] pﬂl‘ﬁl(g) A

The distance between nodes 7and / estimation

Q Qg & 7 dom 7
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d, - close-in reference distance
n -,distance gradient”

(W - zero-mean Gaussian distributed random variable
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WSN node model - motion
J

 Network node O: the set of points { I R hl

e Each obstacle U : the set of points I 8 Hhl

e 'O can move avoiding obstacles, 0 N [0 ) A N |
i "Ho "HO S
U E
YO P

WEBDE D WE(®E V), wé(B®e Y 7

e Mapping the shape of objects with any degree of accuracy
e Ease of motion modeling and collision avoidance

e Ability to pass through narrow passages
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Self-organised WSN - motion trajectory calculation

. The inspiration - classical mechanics and liquid crystals
0| The interactions between a pair of molecules are commonly
60" modeled using the Lennard-Jones potential function
40 -
zof—
The function with characteristics similar to Lennard-Jones

20 -

| d e e Q Y Q
0 40 60 80 100\
S | QQ - measured distance
; attraction , .
ol repulsion ) - reference distance
Y - potential
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1. Base station: initial conditions, network clustering, coordination

2. WSN node: displacement calculation solving the optimization problem

C e Q Q Q Q
! TEP TEP TEP ] EP

! | | |

neighbours staticobstacles mobileobstacle goal

I - weighting factor

Temporary communication network Instalation monitoring Workspace covering
il [
A ; . *’ i ]
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WSN node model — summary

0 Oh"H , h W ]
\ Y ] |\ Y ] |\ Y J

position energy memory

¢ 1 hl, Qh ,.,i, C ]

\ ) \ )
v ‘ v | v

position energy memory
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Problem 1: network nodes localization

A self-organized ad hoc network can consist of sensors
with initially unknown positions in the workspace i =

Localization task: sensing devices positions estimation

ROUTING

APPLICATIONS ALGORITHMS

HPLSrouter

SDAM (HPLS)

NODES LOCALIZATION
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WSN localization |
Methods & techniques

|

Target/source Nod.e |
lereslfizatiien self-localization
|
1 l
Range-based Range-free
localization localization
|
Single-target Multiple-target 1 1
localization localization Nodes in radio range Large-scale networks

|

AoA & triangulation Multidimensional Scaling
RSSI & trilateration Linear and nonlinear

ToA, TDoA programming
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Localization problem: distance-based method

L @0 """" I Let us consider the network
I A S-S N N N
I - e KD R s B 2 K- total number of anchor nodes
T T R o R A S
oA : | | = ' : :
0.8 b D0 S gy M — total number of non-anchor nodes
o o 05@ o i 99 i
0.7 |--mmmeees — oW S O SO @E ------ ?@@ -------------------------------
o bo o e o
= = 5 Oy ' : E e e
0.6l ........ o @GQZGO _______ DDDD ______ e The goal
R AU =1 A S L B B et . .
0.5 L g Sy b @b Qb find the location of non-anchor nodes
go o © 8og © ; 0
T R O 0 < OO T S S
! ‘0' : ) ! ! ! DI ! ! q
I A S T
AR IESTE S MU S S M- NS S SR S
O\
17 SR SRR SN P AV W S0 GO S S
G{j:- © Cb . . Distance (
9 I . ) S O
: o g : | O ! : |
R GO T P T R S N VS U < - anchor nodes
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 Position

O - non-anchor nodes chigg’e“m

\Varsqw UniverSity clj RESEARCH

of Technology UNIVERSITY Energy-efficient wireless sensor networks: models, algorithms, applications 15

EXCELLENCE INITIATIVE




Range-based vs range-free localisation

Connectivity-based (range-free) localization algorithms Distance-based (range-based) localization algorithms

- APS - Ad Hoc Positioning System [D. Niculescu and B. Nath] - Semidefinite programming for ad hoc wireless sensor network
- SDP - Convex position estimation in wireless sensor networks localization [P. Biswas and Y. Ye]

[L. Doherty, K. Pister, L. El Ghaoui] - Simulated Annealing-based localization in Wireless Sensor Networks
- MDS - Localization from Connectivity in Sensor Networks [A. Kannan, G. Mao, B. Vucetic]

[Y.Shang, W. Ruml, Y. Zhang] - Two-phase Stochastic Optimization to Sensor Network Localization

[M. Marks, E. Niewiadomska-Szynkiewicz]
R to= s

6+5

Inter-node distances estimation

e RSSI (received signal strength indicator)

e Wireless channel model

. _40+100
A8 e

=17.5

Xx | ¥a 49,26
Xs | Vg 32,84
Xe | Ye 49,26

° e G - wezty referencyjne

° - wezet lokalizowany t T
dij = dg - 10(P*=Pl(dg))/10n , 1 ~Pij/10n
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Two-stage method with correction

.
-
-
-
-
.
o
.
o
*
ot

Trilateration
Phase | ’
The auxiliary solution (initial localization) is produced Calculate c=[Xx,y,4 for k=1,...K, K>3 = % — .-
Q  |I'H "H]
Phase I Nonlinear optimization

[LENV[PhRR RN aeleSCaNIeleliiClefo)ielelelaleM Solve the optimization problem with estimated
simulated annealing

distances between all neighbors from sets "YU and "YU

i e (o &) o) (|6 & o)
h ®Bh
N N
TSA: Trilateration & Simulated Annealing
TGA: Trilateration & Genetic Algorithm
Anchor nodes Distance Localized nodes
(known position) (neighbors) (unknown position)
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WSN localization — simulation results

Simulated annealin Semidefinite Programmin .
1_@@@@@@@9@@ ffffff 5 1-0@9%;%5%@ ~~~~~~ ; Location error
®%) @%@% . @ @ ' *@@ & %} Q @ I

calculated position real position

' 5 > i

35

30

25

anchor nodes - & 20
15
non-anchor nodes:
10
- real position O 5
- calculated position ¥ 0
S1 S2 S3
. . BT HSA mSDP mTSA mTGA
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WSN localization: testbed networks

WSN inside the building Method LE:simulation LE:testbed
8 sensors + 1 base station DV-hop 55 34 % 62.72 %
Methods: APS (DV-hop), APS (DV-distance) DV-distance 16.67 % 49.87 %
WSN in the Open Space rzm*@ e - e - e 12¢¢@*\HM¢
Y © o o © o o mt P oo
49 sensors (7 anchor nodes) e . 1 o
() O () O o O o gb @\ o o e o i
Method: TSA o ;
‘ A R A S
® ® ® ﬁ ¢ 492 0 K@ ¢ (0 f ' K
D TR
o ® o O o *\ /\V I .
) @ s wez s () e weee s | ? 2 4 6 8 10 12
Method LE:simulation LE:testbed
TSA 0.18 % 0,94 %
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Problem?2: Energy-aware communication

Operating modes of » SLEEP VR off
the radio module

\ VR on
Radio mode Signal strength CC2420 CC2500
[dmB] [2400MHz] | [2400MHz] VR off SLEEP VR on

SLEEP VR off [uA] 0.02 0.4
SLEEP VR on [mA] 0.02 0.16 o slee
IDLE [mA] 0.426 1.5 wake / \g P
RECEIVE [mA] 18.8 16.6
TRANSMIT [mA] 25 8.5 10.1 IDLE

-20 9.0 10.1

15 9.9 10.8 start TV VAN start RX

-10 11.2 12.2 stop TX stop RX

5 13.9 15.6 J N

0 17.4 21.2

TRANSMIT (TX) RECEIVE (RX)

\Va_rsaw University CESEARCH
of |echnology UNIVERSITY Energy-efficient wireless sensor networks: models, algorithms, applications 20

EEEEEEEEEEEEEEEEEEEE



Energy-aware WSN: techniques

1. Topology control (TC)

management guarantee:
e network integrity
 high transmission quality

* |ow energy costs

Sensors deployment and transmission

ISO/OSI network layer

ISO/OSI data link layer

Routing protocols

l I

TC algorithms

l l

MAC protocols

2. Media access control

Energy-aware MAC protocols

3. Routing

Energy-efficient routing protocols

Sensors

deployment
< Y, <

Sensors
clustering

p

Power Control
(radio)

ROUTING ALGORITHMS

N 4

Activity Control
(radio)

N
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Power control algorithms

Short transmissions
* involve smaller power consumption

e cause less interference and latency

P~r?

A C

AC]” =|AB’ +|BC" - 2AB|BC|co{ ABC)
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Location-based topology control

- R&M: Minimum Energy mobile wireless networks [V.
Rodoplu, T. Memg]

- LMST: Design and analysis of an mst-based topology
control algorithm [N. Li, J. Hou, L. Sha]

- Comparative study of wireless sensor networks energy-
efficient topologies and power save protocols [E.
Niewiadomska-Szynkiewicz, P. Kwasniewski, I. Windyga]

- Energy Aware Communication Protocols for Wireless
Sensor Networks [E. Niewiadomska-Szynkiewicz]

Neighbor-based topology control
- Kneigh: The k-neighbors protocol for symmetric
topology control in ad hoc networks [D. Blough, M.
Leoncini, G. Resta, P. Santi]
- XCT: A practical topology control algorithm for ad hoc
networks [R. Wattenhofer, A. Zollinger]
Direction-based topology control

- CBTB: Distributed topology control for power efficient
operation in multihop wireless ad hoc networks [R.
Wattenhofer, L. Li, P. Bahl, Y. Wang]
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Power control algorithms

ID 1 - (90,60)
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R&M protocol | LMST protocol | without PC protocols |

Energy use for transmision
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0,40000000 1
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E 0,30000000 —~ TR
D 0,25000000 ——— |\rm Y Lt IR N S 1D : 40) L SIS L N
S 0,20000000 / D mstl FR e - S e RN SR
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s R o W R R el
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Tl

Number of nodes in the network
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Activity control algorithms

Due to nodes redundancy and multiple paths
selected nodes can be turned off while still
guaranteeing full connectivity and maximum link

utilization
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Clustering-based activity control

LEACH: Energy-efficient communication protocol for
wireless sensor networks [W. Heinzelman, A.

Chandrakasan, H. Balakrishnan]

LEACH-AODV: Secure low energy aodv protocol for
wireless sensor networks [E. Niewiadomska-Szynkiewicz,
F. Nabrdalik]

HEED: Distributed clustering in ad-hoc sensor networks:
A hybrid, energy-efficient approach [O. Younis, S.
Fahmy]

EECS: An energy efficient clustering scheme in wireless
sensor networks [Ye, M., Li, C., Chen, G., Wu, J. Eecs]
GAF: Geography-informed energy conservation for ad
hoc routing [Y. Xu, J. Heidemann, D. Estrin]

Other techniques

ASCENT: Ascent: Adaptive self-configuring sensor
networks topologies [A. Cerpa, D. Estrin]

Span: An energy-efficient coordination algorithm for
topology maintenance in ad hoc wireless networks [B.
Chen, K. Jamieson, Hm Balakrishnan, R. Morris]




Activity control algorithms

Testbed: MTM-CM5000 motes, TinyOS, |IEEE 802.15.4

‘cluster 1 ) (cluster 2 ) (cluster 3 )
(¢)) CH (t))
BS V3 ‘ e
1 cH X “WEH | sender
T @) ) —@
2.0 = o ' ~
YA (Q)) S PR
Lo, V1 ()| |(ce)) - 3
(¢)) V3| | V1 . . |
~ 7S 7N o LEACH: Low-energy Adaptive Clustering Hierarchy
Method Cluster 1 Cluster 2 Cluster 3
vl v2 v3 vl v2 v3 vl v2 v3 OO O O/Q OO O Oof
AODV (without AC) 30 31 32 32 33 33 35 36 37 O o é& O o @
O f o®lo | oC
LEACH-AODV 41 43 48 46 50 52 48 53 55 O O O O O
O lbe [ 0O|° ee | O
GAF-AODV 66 | 79 | 8 | 8 | 8 | 8 | 8 | 8 | 85 | -
GAF: Geographic Adaptive Fidelity
WSN nodes lifetimes in minutes
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Energy-aware: Mixed-Integer-Programming

Total energy consumption Maximal power consumed by a node

v
7

| EXO %0 'Q lﬁEi{o o qf

q ph OAAERI ADCWBATQ

i OAKERT AOOWB G % Q ah Q ph8 h)

%o - energy consumed at Ohenergy mode £ Jo, h&h+

W - number of data packets for transmission

4000 . . . . 200 /

3000 4 5150_
s £ :
Average total energy = g — o o l Maximum energy
= 20001 3100 1
consumed by WSN - = E consumed by a node
1000 - / : 50 |

=®=minimization of max. power =®= minimization of max. power
0 . _~® minimization of total power 0 . _|=®=minimization of total power
0 9 16 25 36 49 0 9 16 25 36 49
number of nodes number of nodes
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Computing and networking
architecture

1. Hybrid edge sensor networks (WSNs/MWSNs)

data collection, aggregation, consolidation,
categorization, simple analysis, etc.

2. Base stations (BSs)
data fusion, correlation, aggregation, etc.
3. Backbone network

transmitting data from all base stations to the cloud
computing servers and/or data center

4. Computational cloud

collecting data from all sensing clusters fusion,
correlation, large-scale computing, decision-making.

Power control a

Activity control

Energy-aware

routing

Edge

- - - Computing
: MWSN- ) ‘I
() e .
| (o (¢)) !
:(‘ : (¢) !
\ () ,l

- e e e e - o e

Fog
Computing

BS,

o_—
-
g
-
<
|
- s e O o = e

- e e e - - - =

[(Z=22) (gateway)

|
\ hetwork

Backbone

-y e - e - - - . ..

Cloud c@)

[—)
Data Center ===
[—xx]
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Phenomena cloud detecting and tracking

Object covering significant area
characterized by nondeterministic,
dynamic variations of shape, size,
speed, and direction of motion
along multiple axes

- Intelligent Mobile Wireless Network for Toxic Gas
Clouds Monitoring and Tracking

[M. Krzyszton, E. Niewiadomska-Szynkiewicz], Sensors

- Modeling Mobility in Cooperative Ad Hoc Networks [A.

Sikora, E. Niewiadomska-Szynkiewicz, J. Kotodziej],
Mobile Networks and Applications
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Sensing network clusterization

Network divided into U sepearate clusters
W W 8 w 7
O N w: k-thcluster head
O N 'O hO M HO :head of the whole network

Permanent connectivity maintained
- all members of each cluster with its cluster head
- all cluster heads with the O (network head)

Every time step t each device O calculates its new
position W solving the optimization problem
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Cloud boundary detection

Eachnode’O N w calculatests optimal position solvingthe optimization problem

| ETY 7Y B, 1Y B, 1§17

/ d_lzdg‘-|-w1

B, O H

|
_ [o) | Ip‘ |
Q | A® Oh T D3

/
\
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Cloud boundary detection

Eachnode’O N w calculatests optimal position solvingthe optimization problem

Vd ~S

| ETY 7Y B . 77%Y B, 17

Y 'OdO N "YUORO N w .
~Y ’Q f"/ \H
0 P l" D, "'.Il
., /|
Q l "1%_ D 5 / Ex'll
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Cloud boundary detection

Eachnode’O N w calculatests optimal position solvingthe optimization problem

Vd ~S

| ETY 7Y B . 77%Y B, 17
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Cloud boundary detection - simulation
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Boundary detection and tracking

y .
- Atemporarily optimal \

topology for boundary
tracking

- Boundarytracking

,..
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Network topology quality measure

Operation e ——

move cluster towards the boundary / . \
Measure ’ . .

4
distance between a centroid of the ."'H . ’
m-th cluster to the estimated centroid I'. ) {3
of a cloud: \ . .

Q o wl \ -

The bigger value the better topology
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Network topology quality measure

Operation
deploy clusters on the boundary evenly o @ -
.-"’ff R “,
Measure f' o
standard deviation of angles between neighboring clusters / )
o B_C ) :
’ \ L p |
B e \
- . \ @ /
3 “"m_ ;
T T (@ R)E AOGT @ifw)

The smaller value the better topology
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Network topology quality measure

Operation
expand an area monitored by the cluster

Measure N

m-th cluster diameter - P
. rL] {A aQ

The bigger value the better topology
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Experimental verification
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Test scenario

Uncontrolled instantaneous release of vapor LNG
(Liquefied Natural Gas)

Simulation platform

Heavy gas cloud dispersion simulator: SLAB

Sensor network

- 16 mobile devices (4 clusters)

- U P T

Energy-efficient wireless sensor networks: models, algorithms, applications
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Vapor LNG cloud-tracking sensor network
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NCER»

National Centre for Research
and Development

CyberMine project

Monitoring center for industrial networks in underground
mining plants and detection of cyber threats Contractors:

JSW IT Systems (leader)
Warsaw University of Technology
workings Central Mining Institute GIG

The project aims to improve IT/OT security in underground mine

) D lon: -D 202
Main results uration: January - December 2023

* new cybersecurity tools for industrial networks (detection

attacks against controllers and sensors, links)

e application of Al methods Technology readiness level (TRL): IX
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